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National Institute of | Justice

Biometric Technologies:
Security and Privacy

Fingerprint
Definition: The study of measurable biological characteristics. Speech

In security, biometrics refers to using measurable physical characteristics
that can be automatically checked to identify individuals

Dr. Rigoberto Chinchilla
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= Reliable authorization and authentication
are becoming “necessary” for many
everyday actions (or applications)
— Pick in up a child from a daycare
— Boarding an aircraft

= Regardless of‘'the rationale for deploying
biometrics, there are two common elements:

— The benefits of biometric usage and deployment
are derived from having a high degree of
certainty regarding an individual’s 'identity

—Rerforming financial transactions

_ Accessing/facilities - — The benefitsymight.lead diregctly or indirectly to

cost'savings or to reduced risk of financial

losses for an individual or an institution (In the
long run)
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= Physiological Biometrics: Are physical
characteristics generally measured at some point

in time like fingerprint or hand geometry.

— Physiological biometrics are rich enough that
one-time sampling may suffice for comparing
biometric identifiers

Behavioral Biometrics: Consist on'the way some

action is carried out and extend over time

(Signature or voice).

— Behavioralbionetics arellearned or acquired overtime

and are dependent on one’s state of mind or even
subject to deliberate alteration

— Behavioral biometrics, any given sample may.
give nojinfermation. about persents identity, but;
IStthe'temporal variation (behavioral influence)
of the signal that contains the information

= Typically more than one sample is needed
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Physiological | Behavioral | | Physiological | Behavioral | = Powerful Computers
Face Signature DNA Gait | Zower.fuI_Databas(;es =
— . ‘ ecurity increased concerns
Fingerprint Voice Earshape | Keystroke e ,y ( )
e w i moti ) :
Hand geometry | 0(19r Lip motion Dependency on computers for everything
Inis ‘ Retina | Digitalized.images E
| Skin reflectance Digital’ Telecommunications
| Thermogram ‘ High bandwidth availability
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Biometric perceived Bengefit:
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= Passwords and PINs are easny guessed o)

= Bjometrics are difficultif-not impossible to forget,
compremised; tokens can be stolen

they can offer much greater convenience than
system based on remembering multiple
passwords or on keeping possession of an
authentication token

— Replace multiple passwords

= Biometric data can not be guessed,or stolen
in the same fashion as a password'or token

— Some Biometric systems can be broken under
certain conditions, today’s biometricisystems
arehighli tnlikelyto be fooled by a picture of a
face and impression of a fingerprint, or a
recording voice

= BiometricsialithenticationsalloWs for association oft
higher level rights and privileges with a successful
ID

BiometicRe ce ecBenefitss

= Compare a samp!e agamst a smgle
stered-template

= |dentification involves conforming or

: : : denying a person’s claim identity: Am |
= The very presence of biometrics dissuades whom | claim to be ?

people who might otherwise:be prone to
attempt multiple registrationy this.helps;to
ensure therntegrity oftherecords

= Fraud deterrenceris a primary benefitin a
large scale identification system

=_Typical application: Accessing facility




= Search a sampleragainst a database of
templates.

= Typical application: identifying fingerprints
—See CSI TV series

How.biometrcinatchingworks, 2
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Figure 2.2 Biometric matching: process flow.
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member of the database

— False accept: An intruder enters the system (False
Match FMR)

— False reject: A legitimate subject is denied from service
(False Non-Match FNMR)

Negativerldentification: (Screening) Lhis
amountsyerdeterminingithata subject is not
IN'Some negative databases (¢most wantedlist’)

— False negative: Missing a match

— False positive : False detection of a match

v‘fJ!'J ff]r‘

- Enrollment iS'the process by whlch a user’s
biemetric.data is initially acquired, assessed,
processed and stored in the form of a
template for ongoing use in a biometric
system

=Quality-enrellment is a critical factor. in.the
long-termiaccuracyofibiometric systems.
Few guality enrollments may:lead'to arhigh
error rates including false match rate and
false.non-match rate.
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— errplates

“ground'truth”

: . — = Template is a small file derived from the
= Credentialsisuch as birth certificates, passport etc. distinctive feat f 'S bi tri
in legacy databases and criminal data IStINClVe Teatures o1 a uUsers bIometric

documented in government databases data, user to perform biometric matches

= Biometric systems store and.compare
biometric TEMPLATES NOJI biometric,data:

= Most templates occupy. less than 1 kilobyte, L?gﬁ!{::?%g;;;?gst be reconstructed ]
templates size differ from vendor to vendor. R E G S emplates are not mereh)
— Smaller sizes allow for quick results, less compressions of biometric data, but extractions
memory , storage in smart cards, facilitate

of distinctive features
transmission and encryption

= IR the.same person submits the same
sNemplatesianeproprietanitoreach vendor lingernprintisilikely.that J\WW.Oidifferent

and'each technology. iemplatestare generated !

— Lack of interoperability a problem ! — But not so different to be taken as belong to a
' different subject !
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“"Tihe comparison of biometric templates to
— Slight.changes in determine the degree of similarity or
« position correlation is called matching

= Pressure, distance

Identifiable Data Tériplates = The process of matching biometric
Large .bmp or Small files that vary templates results in a SCORE, which in
.wav files from presentation to | = H
presentation \ Lumost.systems,, is compared against a
011001010010101... threshold -
011010100100110... i
00TT066100710010. =f'the score exceeds the thresheld; the result is
a match, if the score falls below the threshold,
i J the result is a non-match

versus i ifi i ic data.

s Biometric matches are based on scores

Biometric matches are based on scores

e — i — Most strengths and weaknesses of biometric
— Score : A number indicating the degree of similarity. systems have to do with the scoring

or correlation resulting from the comparisen ofithe algorithm/system
enrollment and verification templates

. = Biometric'systems do not rely.completelysin.a
— There is no standard,scale,(0-100% or -1 to +1), “match/nomatchidecisionss because DIFFERENT
seeres may vary from technology:to technology and templates are generated from the!'SAME subject
from vendor to vendor there is no 100% correlation all the time




S ONce aISCORE IS generated s compared agansta |

threshold

= A threshold is a PREDEFINED number , generally
chosen by a system administrator, which establishes
the degree of correlation necessary fora
comparison to be deemed a match

=RSystemicantbereither highly'secure or not secure at
all depending on the threshold setting

— Which'biometric isithe best for a given
application?

— How are error numbers that are reported fro the
different biometrics to be interpreted?

— Are new security holes created because of the
use of biometrics?
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Match (degree of matching is possible)
Non-match
Inconclusive

Biometric systems may be able to verifysidentity.
with error rates of less than 1 in 100,000 or 1 in 1
million

RECALL: Proprietany.vendor. algerithms are
different\Without the vendor algorithm there is
NO way to compare biometric templates

= /\\
Foes of the” \
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identifiers (tokens) and other authentication methods
(tekens).is-the -notion of the degree of a match

— A password authentication ALWAYS provides a crisp, \

of probabilistic match, consequently there is NO confusion

binary result if the password match , There is'NO:concept / 9
about what a “match” means /\nn matcl

Match
— - - - RS gl scores ... p ()
= BiometicsiSeEstprobability theony to analyze the likelihood m
of'a match this results in FAR (FMR)fand'FRR (FNMR)
and intrinsic error probabilities that are associated with

biometric authentication

ROC TechnicalPiehlems

rrw » Enrollment process. A subject can create a new

ROC(T)=(FMR(T),FNMR(T)) |
| identity-by-presenting fake documents (.e. driver's
_ license and or passport) dUring the enrollment process.
ROC(T) > 10) T o0
(0,1) T >+

Once a new fake identity has been accepted, an

imposter can board a plane, enter a facility or buy
restricted materials. If a gevernment can not guarantee
the emission of documents tolimposters;thena
biometricsystemmillidelittiereifietAiNg to increase
security’and/or maintain the integrity:ofithe

FMR T > FNMR | ) databases.

- Design vs Application

- Security vs Convenience
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= There is not yet'a world-wide acceptance of
what guality means in a biometric sample.

— Each facility can manipulate the quality
threshold affecting the matching outcome

=ulbackeofimature standards.

— Mature standards ensurertiiatvendors comply :
With'common authentication protocols

SOCIaI Conse uences of

= \What happens When a biometric file is
stolen?
= A password or a credit card can be relatively easy
replaced and the stolen information somehow
invalidated.

= A biometric template is nothing more than any
other binany.filedn.a databasejtherefore canrbe
Stelentbyeckers as any other file. Losing our own
biometrics may not be a matter of replacement
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Technical Problems With Blometrlcs

- Builigiej e It

requires a “Critical mass of technicians capable of

managing the applications properly. Typical

activities of these technicians are:

— To collect samples for enroliment

— To use complex sensors (judge the guality of samples)

— To authenticate identity documents:(i-e: passports or
birth certificates) of individuals before enrolling them,

=illo:maintainthe biometric facility.under proper
conditions -

Not well trained technicians can hinder the
expected security level of a facility.

Social Conseguences of Biometric

: ____Aoolicatig -
« What happens when blometrlc is used for
sunveillance purposes?
— Face recognition surveillance may be used for security
purposes to monitor well-known criminals. Faces can
also be captured from social websites, sporting events,

concurred streets or malls and used fornonrelated
security purposes without peoples consent in clear

violation.to.the. individual's right to privacy:

= i there is;anyslawisintherhistory of
technology It is that technologies are rarely.
used in ways that their inventors intended”
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=

T ollezrile .
*Are minerities disadvantaged'in biometric
applications?

— The Face Vendor Recognition Test (FRVT), organized
by the US government in 2002, showed that
identification rates for males were 6% t019% points
higher than that of females and recognition rates for
older people were higher-than younger people.

— “Asians, are easier (to recognize)jthan whiteswAficansw
Americansianeleasier thanwhites!!

="Other race members are easier (to'recognize) than
whites, other skin color people are easier to recognize
than clear skin people...”.

acknowledge the possibility-of errors, allowing means for
their mitigation. The concept of privacy goes beyond simply
acknowledging the possibility of errors to set limits on the
power of government to meddle in the lives of individuals.
These court protected guarantees require. the government to
respect the right of individuals by limiting intrusions to
ithoseawhichidirectly further recognizable and legitimate
societal interestaibhisshistorical balaficebetween individual
nehtstand societal’interest is at the heart.ofiall democracies,
and is placed under a new strain by the advent of biometric
technologies”

— J. Wayman, A. Jain, D. Maltoni, D. Maio

SoegcialConseguences,of

DI APl CellORSE

= How will population with disabilities (or lacking
physical'traits) Will be enrolled or authenticated
in biometric databases?

— People with just one hand, no iris erretina, no
fingers, and in general people lacking physicals

characteristics in need of using a biometric

Tacility, may,suffer discriminatienand

unnRecessany delaysiin biometric systems.
— Religious beliefs ?

Legal Conseguences,of Biometric

* Thefourth amendment protects against
unreasonable searches and seizures, the fifth and
the fourteen amendments ensure the due process
to protect citizens.

= The logic of due process is rooted in the notion that
_persoenal fregdom. in a constitutional democracy can
only be presenedawhen there isiseme consistent
waystercheckiarbitrary and capricious,actions by the
government
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|mplementlng an actlon that may VIoIate thelr rlgl”Tt_In the :
intrinsic approach, citizens are more informed and can/modify, = [n The Name Of Security....

proposa[s and study the consequences of the law before the — The implementation of biometric technologies has
law applies to them. .
followed the instrumental approach.

Instrumental approach: Does not focus.on;the right of the
citizens to be part of the decision process making when

Jisiteensure that the right_proceduresierieated by the

gevemmenthiaVereen followedithe public have the right to = .
dUe process if and only if the processes in'place have not ="hhe public, at the same time, hasnot been properly:

been followed. informed of all the social and legal consequences of
these implementations.

Legal,Consen| ece ol Biometic LegalConses e ce ofiBiometrc

= Once lawyers and the'general public begin to understand = The “reasonable search” part of the fourth

the weaknesses of these technologies, a wave of legal amendment has been the subject of profound, not

litigation might be expected when biometric systems are yet solved, legal battles before biometric
implemented in all areas of society. technologies appeared in society.
= The right to privacy protected by the fourth-amendment
may be in jeopardy by the massive application of biometric With the implementation:of automatic and instant
tectinologies: : Wiethods to recognize peoplerandithe pacesat
— Surveillanceisiaperfectiexampleiniwiieh the balance between Wwhich, biemetiicsitechnology iS—Changing, citizens

public'security and the right to individuallprivacy may be at the often do not have time to react and ensure their
hgnds pf people who favor the sharing of blomet.rlc |nformat|on rights have not been violated.

with different purposes other than ensuring public safety in clear
violation of the fourth amendment.

— Citizens have been passive subjects, willing to accept
implementing,alaw. The focus of the instrumental approach . whatever biometric technology: is imposed to them.

11
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Applicaiions

= Tthe“FEacebook” and “My. Spaoe;-gjeneratiorrgseems
to.do not mind sharing not only personal information
but alse biometric information publicly, making it
extremely easy for anyone “in the network” to gather
biometric information.

Social consequences brought by biased algorithms

Questions ?

discrimination, hacked databases and not well
Understood.

Privacyspeliciestintsurveillance or in social websites

containing biometric information undoubtedly will canry:
profound legal consequences
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